AP 2 - Structural Damage from Explosive Device
AP Summary
This Action Plan applies to an incident where intentional structural damage has occurred to the water system because of an explosive device.  The assumed intent of the explosion is to disrupt normal system operations any point within the system, including raw water, treatment, finished water storage, or the distribution network.
Initiation and Notification	
A. Initiate this AP if it appears that an explosive device has caused damage or has the potential to cause damage to one or more components of the water system.  The event will begin with an “incident discovery” which may come to [UTILITY ABBREVIATION] by one (or more) of the following:
· Security Equipment
· Employee Discovery
· Witness Account of Explosion
· Notification by Adversary
· Notification by Fire Department
· Notification by Law Enforcement
· Notification by News Media
B. Call 911 and notify [WUERM] or [Alternate WUERM] immediately upon discovery of the explosion.  The individual who first notices or receives word of the explosion should contact the [WUERM] immediately by whatever means of communication are available. Notification phone numbers can be obtained from the Organization Contact List in the Appendices as well as from Section III.D of the ERP. The [WUERM] should then notify others as appropriate.  Examples include:
· Local Fire Department 
· FBI
· ATF
C. In cases where an adversary calls a [UTILITY ABBREVIATION] employee in advance that employee should complete the Bomb Threat Checklist OR Phone Threat Report Form found in Section VIII of the ERP. The Bomb Threat Checklist and the Phone Threat Report Form contain questions that should be asked the caller if possible to help determine the specifics of the threat including the location of the explosive device, type of device, time of detonation, and reason for the attack. The [WUERM] will decide whether to initiate the ERP on a partial or full basis.  The [WUERM] will also decide when and to what extent to activate the EOC.
D. Initiate partial or full ERP activation.
E. Initiate partial or full activation of the Emergency Operations Center (EOC).
F. Engage other organization as needed (Law Enforcement, Fire Protection, FBI).
G. Perform internal and external notifications according to ERP.
Equipment
This equipment is available to assist in the execution of this AP:
	Equipment
	Location

	
	

	
	


I. Assess the Problem
1. Deploy Damage Assessment Team(s) (DAT) to perform a thorough assessment of the structural damage caused by the explosion and determine how explosion is affecting system operations. The DAT will work in conjunction with local/state law enforcement in terms of incident command and control.  
UNDER NO CIRCUMSTANCES WILL THE DAT TEAM ENTER THE AREA CONTAINING THE EXPLOSIVE DEVICE UNTIL AFTER THE LOCAL LAW ENFORCEMENT EXPLOSION SPECIALISTS (BOMB SQUAD) HAS DETERMINED THAT THE AREA IS SAFE.
2. Check and monitor all other water system functions and facilities to ensure that the rest of the system is operating normally.  (The initial explosion could be a diversion to a larger event, or it could be the first in a series of similar attacks.)
3. If the damage appears to be intentional, treat as a crime scene.  Consult with local police, state police, and the FBI on evidence preservation.  Also see Maintaining Crime Scene Integrity Form, Section VIII of ERP.
4. Isolate damaged facility from rest of water system and take measures to bypass the damaged area if possible.
5. Inform local police, state police, and the FBI of potential hazardous materials.
II. Isolate and Fix the Problem
6. Physically secure water system facilities and implement heightened security procedures throughout the system.
7. Initiate Alternate Water Supply Plan (ERP Section III.G) to provide alternate water supply for customers and fire protection as necessary.
8. Based on extent of damage, consider alternate (interim) treatment schemes.
9. Issue public notification, “Boil Water”, “Do not Drink”, or “Do not Use” orders and other Press Releases as appropriate.  See Section VIII.A.1 of ERP for Press Release Forms.
10. Request assistance from outside contractors or other water utilities if needed to help repair the damage. 
III. Monitoring
Perform sampling and monitoring activities and analysis to determine if the explosion has rendered the water supply unsafe for customers.
Perform a system pressure evaluation to determine how the explosion has affected customers and fire water capability in each pressure zone.
IV. Recovery and Return to Safety
Repair damage to critical equipment and facilities as soon as possible. The [WUERM] will inspect the repairs and will give the OK to resume normal operation of the water system. The [WUERM] will evaluate a heightened security posture.  As a result, security will be increased or decreased as necessary according to the perceived threat.
Determine and mitigate effects on other system components.  For example, replace water storage capacity if it was diminished during repairs.
Clean and disinfect system components as necessary. 
Resume normal operations. 
Asses need for additional protection/security measures.
V. Report of Findings
File incident reports. The Utility [Security Director] should file an internal report for the Utility’s files, and provide information as requested to Local Law Enforcement and other outside agencies.
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