Action Plan 7 – Power Outage
AP Summary:
This Action Plan (AP) applies to events that result in power outages.  Note that this Action Plan may need to be implemented in conjunction with other Action Plans (for example, severe weather) as necessary.
Consider agreement with the power company to determine the priority of drinking water and wastewater systems for recovery prior to the emergency.
Initiation and Notification:
Initiate this AP upon a loss of offsite power.
Notify:
· WUERM
· Alternate WUERM
Others as appropriate, examples include:
· Fuel supplier (back-up generator)
· Critical Care Customers
· Large Water Users
Notify the [WUERM] by whatever means of communication may be available. Notification phone numbers can be obtained from the Organization Contact List in the Appendices as well as from Section III.D of the ERP.
Equipment Identified:
· Mobile battery-powered radios
· Mobile/cellular phones
· Flashlights
· Spare batteries
· Accessory requirements (cables for generators, transformers, load banks, bus bars, distribution panels, feeder panels, fuses, outlets, load centers, etc.) 
· Emergency kits
Radios should have access to a frequency compatible with the local fire dept, sheriff, public health officials, other government departments, utilities, services, or consultants. Cell phones may not be available during power outages.
Specific Activities:
I. Assess the Problem
1. Call local hydro-electric supply company – request information on the estimated down time.
2. IF backup generation is available, THEN assess the ability to supply fuel for extended periods.
3. Assess ability for HVAC or alternate to provide proper temperatures for SCADA, computer, and control systems.
4. Estimate potable water requirements under the emergency condition and determine if the utility can still meet requirements.  
5. IF telephone is also down, THEN SCADA communications may be blocked. 
6. Loss of power could affect utility access gates, CCTV, intrusion alarms and other remote monitoring abilities.  Loss of power may be a diversionary tactic for other terrorist activity.  Be alert.
Consider agreements with fuel supply company to supply fuel automatically upon a power loss if the capability to store fuel on site is not practical. A fuel tank with capacity for at least 24 hours of run time is advisable. 
If on-staff personnel are not experienced with power-generation equipment, it is necessary to arrange for professional assistance to install and operate the mobile units. 
Evaluate back-up power with controllers that sense problems with purchased power and come up automatically.
Complete assessment as quickly as possible.
II. Isolate and Fix the Problem
7. Turn off unnecessary electrical equipment. 
8. Start back-up generators as necessary for key components:  Note: Uninterruptible Power Supply (UPS) for SCADA and computers, battery back-up for Remote Terminal Unit (RTU) may only supply power for a few hours.
9. Increase disinfectant residual as a precaution to potential contamination.
10. IF not able to meet community requirements for water THEN arrange for water to be supplied by another source. See Mutual aid agreements Section II B. of ERP and Section III.G of ERP for Alternate Water Sources.
11. Notify priority customers.
12. Notify users of interruption of service if backup pump(s) is/are not capable of maintaining supply.
13. Issue “Boil Water”, “Do not Drink”, or “Do not Use” orders and Press Releases as appropriate.  See Section VIII.A.1 of ERP for Press Release Forms.
14. Initiate back up plan for retrieval of current information from outside sources
This can prevent injuries and damage from unexpected equipment startups, power surges to the equipment and possible fires. If power goes out, an Uninterruptible Power Supply (UPS) provides battery power at a constant rate for several minutes, allowing you to safely turn off equipment with minimal risk or loss. 
If you permanently connect a backup electrical generator, the connection may have to meet certain technical standards required by law. Some states also require you to notify your electric utility. If you do not, utility personnel working nearby could be seriously injured.
A temporary portable generator should not be connected to building wiring unless the building meets the same technical standards legally required for a permanent generator. Most buildings are not so equipped. As an alternative, use properly rated extension cords to connect electrical loads directly to the generator receptacles.
This is an analysis of all available sources of water, not just those used under conditions of normal operation.  These sources might include both new intakes or wells, public or private ponds, reservoirs, swimming pools, interconnections with other water utilities, water stored within building water systems, water provided in bottles or tank trucks from outside sources of potable water, local dairies or bottling plants, etc.
Since computers may be down, access to Water ISAC, police, government, etc. could be compromised.  
15. Consider initiating back-up portable pumping and generating capability to serve areas with limited storage, critical wastewater collection and treatment operations.
16. Facilities with freezing temperatures should turn off and drain the following lines in the event of a long term power loss:
a. Fire sprinkler system
b. Standpipes
c. Potable Water Lines
d. Toilets

III. Monitoring
17. IF damage to equipment occurs, THEN contact vendor/mutual aid companies to replace/repair damaged equipment.
18. Monitor the status of the backup power supply and regularly test whether battery levels are adequate and the backup generators are functional.  
Ask your vendors about specific limitations of your equipment. Find out how long it would take to repair or replace damaged equipment.
IV. Recovery and Return to Safety
19. Conduct disinfection, flushing, and bacteriological sampling after repairs of equipment lost.
20. IF power outage occurs during freezing conditions THEN allow electronic equipment to reach ambient temperatures before energizing to prevent condensate from forming on circuitry.
21. Fire and potable water piping should be checked for leaks from freeze damage after the heat has been restored to the facility and water turned back on.
22. Notify public/customers when it is safe to use the drinking water again.
V. Report of Findings
23. All the components of the incident should be correlated and established in writing.  This would include how the response was managed and suggestions to improve the facility / community response in the future.  The report should incorporate all relevant data from the incident and suggested changes in the emergency response plans and procedures.
24. Suggestions from the report should be submitted to the governing board/individuals for evaluation and actions to be taken.
To learn from the incident and reduce the likelihood of future such events, a Report of Findings should be provided to the decision makers for the Utility so consideration can be given for changes in facility structure, security, procedures or personnel.
VI. AP-7 Revision Dates
