ELTAC AI subcommittee 
Wed, 29 Jul 26
AI risk assessment framework meeting— matrix approach, scoring, and validation questions
Risk Matrix Framework
· Rachel’s matrix proposal: two-axis scoring (severity x reliance) across five levels
· Severity: consequence if the AI fails or produces bad output
· Reliance: frequency and automation level of use (manual vs. fully agentic)
· Group consensus: matrix approach is sound, adds useful granularity over a flat three-tier system
· Agreed to adapt the matrix rather than adopt it one-for-one (pharma/FDA CGMP origin)
Tier Structure Decision
· Final structure: named tiers, zero through prohibited (5 levels total)
· Tier 1 (no impact): no documentation needed, inherent human validation in the use case
· Tiers 2-4 (low/medium/high): active assessment tiers with increasing validation requirements
· Tier 5 (prohibited): don’t use, full stop; may allow rare exceptions depending on worksheet outcome
· Scoring uses a multiplier (likelihood x impact), not addition, to amplify high-risk combinations
· Tiers should use named labels (not numbers) to avoid confusion with the scoring scale
· Proposed: No Impact, Low, Medium, High, Prohibited
Four Pillars
· Proposed pillars for evaluating each AI activity:
1. Auditability: can you verify it’s correct and trace the process?
2. Data Security: replaces “data sovereignty”; covers confidentiality, access, sensitive data handling
3. Reproducibility: does it produce the same result consistently?
4. Record Retention + Ethical Use: combined category; includes model version documentation and data retention policy
· Overlap between auditability and record retention acknowledged; keeping them separate for visibility
· Pillars may expand beyond four as questions are developed; structure stays flexible
Worksheet Format
· Tool will be a per-activity worksheet (not a one-time general assessment)
· Each new AI use case triggers a fresh worksheet
· Experienced users complete it in ~5 minutes
· Structure: each pillar gets its own section with weighted questions scored 1-5
· More critical pillars carry more questions (e.g., auditability may have 5 questions vs. 2 for data security)
· Output: a total score that maps to a tier, which then dictates minimum lab requirements
· Two companion documents planned:
· Framework document: defines tiers, pillars, policy language, and scoring guidance
· Worksheet/tool: the actual per-activity scoring instrument (analogous to an MDL spreadsheet + SOP)
Model Retention and Version Control
· Retaining AI model state is largely impractical for cloud-hosted public models (e.g., ChatGPT)
· Mitigation options discussed:
· Document model version and training data source where possible
· Setting temperature to zero (deterministic output) lowers reproducibility risk even for open models
· Activities that are non-retainable, non-reproducible, or uncontrollable should auto-score into the prohibited tier
· Version control for rapidly evolving AI models flagged as an ongoing challenge; high-risk by default
Next Steps
· Compile all submissions into one consolidated document and send to group (Agustin) Merge Rachel's matrix, James's input, and Saguna's policy-format draft; include proposed tier language and framework notes. 
· Submit worksheet questions to Suguna before 12th August Each member to draft as many per-activity worksheet questions as possible; phrasing can be rough. Saguna is compiling. Agustin to send his before leaving (~10th-12th August).
· Compile all submitted questions and post to website (Suguna, Chris) Deadline: before 12th August, so members have time to review ahead of the next meeting.
· Send availability poll for August 19th meeting: Poll James, Rachel, Suguna, Agustin and John Franco; confirm quorum of three. May need to shift time earlier or move to 9th September if quorum can't be met.

