



1. Purpose and governing principle
Purpose: This framework proposes a cGMP style tool to determine the minimum level of review, qualification, validation, and oversight required before a laboratory uses a new AI-enabled tool.
Core principle: The level and extent of vetting increases with both the potential consequence of an incorrect output and the degree to which personnel or systems (e.g. Quality) rely on that output.
Score the stated intended use, not the product category or vendor description
Qualified personnel must verify the underlying evidence, not merely whether the AI response appears reasonable
Human review does not lower the score unless it is independent, technically competent, documented where required, and capable of detecting the relevant failure
2. Severity score
Severity measures the credible worst-case impact if the AI output is wrong/biased or otherwise compromised
	Score
	Potential impact
	Laboratory examples

	1 - Negligible
	No effect on quality, compliance, reported data, or decisions.
	Formatting text, writing emails, meeting agendas.

	2 - Minor
	Easily corrected; no direct effect on regulated work.
	Training outlines, summaries of public technical literature.

	3 - Moderate
	Could cause rework, delay, or an incorrect preliminary technical conclusion.
	Troubleshooting suggestions, SOP drafts, control chart review.

	4 - Major
	Could affect a test, investigation, validated system, report, or regulated record.
	Calculations, chromatogram review, determining corrective actions, or if QC has failed

	5 - Critical
	Could cause release of invalid data, harm, falsification, or loss of data integrity.
	Automated review & approval, specification disposition, raw data alteration.





3. Reliance score
Reliance measures how directly and frequently the workflow acts on the AI output.
	Score
	Use of AI output
	Control condition

	1 - Isolated
	Occasional advisory use.
	Output is not retained or used for laboratory decisions.

	2 - Limited
	Infrequent support.
	Knowledgeable staff independently verify the complete output.

	3 - Routine
	Regular assistance in a controlled workflow.
	Human review is mandatory.

	4 - Decision support
	Output materially influences technical or quality decisions.
	Final approval remains with qualified personnel.

	5 - Automated
	Output triggers actions, calculations, records, or decisions.
	Little or no independent review occurs before action.



Scoring workflow
1. Define the intended use. State exactly what the AI will receive, produce, influence, and retain.
2. Assign severity. Score the credible worst-case consequence if the output is wrong.
3. Assign reliance. Score how directly and frequently the workflow acts on the output.
4. Apply the tier. Multiply the scores, then apply any mandatory escalation rule.


4. Risk matrix
Multiply the severity score by the reliance score. The resulting value establishes the minimum vetting tier unless a mandatory escalation rule applies.
	Severity / Reliance
	1
	2
	3
	4
	5

	5 - Critical
	5
Moderate
	10
High
	15
High
	20
Critical
	25
Critical

	4 - Major
	4
Low
	8
Moderate
	12
High
	16
High
	20
Critical

	3 - Moderate
	3
Low
	6
Moderate
	9
Moderate
	12
High
	15
High

	2 - Minor
	2
Minimal
	4
Low
	6
Moderate
	8
Moderate
	10
High

	1 - Negligible
	1
Minimal
	2
Minimal
	3
Low
	4
Low
	5
Moderate



5. Required level of vetting
	Score
	Tier
	Minimum controls

	1-2
	Tier 1 - Basic
	Approved use guidance, confidentiality check, accountable user, no sensitive data unless authorized.

	3-5
	Tier 2 - Limited
	Documented intended use, owner approval, representative output testing, mandatory human review, prohibited use statement documented.

	6-9
	Tier 3 - Controlled
	Formal risk assessment,  acceptance criteria documented, challenge testing, access controls, version identification & documentation, training, periodic review.

	10-16
	Tier 4 - Qualified
	QA approval, SOP, supplier assessment, data integrity revie, traceable protocol, independent verification, change control, audit trail and retention controls.

	17-25
	Tier 5 - Validated / Restricted
	Lifecycle validation appropriate to intended use, ongoing monitoring; backup and recovery testing, QA oversight,  independent approval or prohibit use if adequate control is not feasible.





6. Mandatory escalation rules
Assign at least Tier 4 when the AI:
receives, interprets, transforms, or modifies raw analytical data
performs reportable calculations
interfaces with LIMS, ERP, CRM, instruments, or quality systems
generates or alters regulated records
supports investigation conclusions, deviations, CARS, method acceptance, or result qualification
uses confidential client, or personally identifiable information
learns from laboratory data or transmits laboratory data outside the controlled environment
Assign Tier 5 or prohibit the application when it can independently:
approve, qualify, or release analytical results without human intervention
modify raw data, integrations, metadata, or audit trails
override specifications, acceptance criteria, or QC failures
close investigations, deviations, or CARS
make final reporting, batch acceptance, client-reporting, or regulatory decisions
7. Example classifications
	AI use case
	S
	R
	Score
	Minimum tier

	Improve grammar in an internal email
	1
	2
	2
	Tier 1

	Draft an SOP for expert review
	3
	2
	6
	Tier 3

	Recommend instrument troubleshooting steps
	3
	3
	9
	Tier 3

	Summarize chromatographic trends
	4
	3
	12
	Tier 4

	Calculate reportable concentrations
	4
	4
	16
	Tier 4

	Identify peaks and propose integrations
	5
	4
	20
	Tier 5

	Automatically approve & report final results
	5
	5
	25
	Tier 5 / restricted





8. Minimum documentation by tier
	Control
	Tier 1
	Tier 2
	Tier 3
	Tier 4
	Tier 5

	Defined intended use
	Yes
	Yes
	Yes
	Yes
	Yes

	Owner approval
	Guidance
	Yes
	Yes
	QA
	QA

	Documented risk assessment
	-
	Brief
	Formal
	Formal
	Formal

	Representative testing
	-
	Basic
	Challenge
	Protocol
	Validation

	Change control
	-
	As needed
	Yes
	Yes
	Yes

	Periodic monitoring
	-
	As needed
	Yes
	Yes
	Continuous / defined























Guiding Principle
Risk tier is determined by an activity’s proximity to the chain-of-custody → analysis → data review → report pipeline. Activities further from this pipeline (internal administration, training, non-technical writing) carry lower risk because a human remains the clear final decision-maker and errors are recoverable without regulatory consequence. Activities closer to or within this pipeline carry higher risk because errors are difficult to detect after the fact and directly threaten data integrity and accreditation.

Four Pillars
Every tier classification and control in this policy is evaluated against four pillars. An activity that fails any pillar is escalated to the next-higher tier regardless of its position relative to the reporting pipeline.
•     Auditability: Every AI-assisted step must be traceable: what was used, on what input, by whom, and what was changed as a result. If an assessor cannot reconstruct the decision trail, the activity does not belong at that tier.
•     Data Sovereignty: Laboratory, client, and regulatory data must remain within controlled, access-restricted systems. AI tools that transmit data outside the laboratory’s validated environment are not permitted for that data, regardless of the activity’s apparent risk level.
•     Reproducibility: A qualified reviewer, or a different analyst, must be able to arrive at the same result independent of the AI tool used. Activities where AI output cannot be independently reproduced or verified default to High Risk.
•     Record Retention & Ethical Use: AI-assisted documents, prompts, and outputs relevant to reportable data or accreditation are retained per the laboratory’s standard record retention schedule, and AI tools are used only within their intended, disclosed purpose, never to obscure authorship, fabricate results, or circumvent required human review.







Risk Tiers
Low Risk: AI-Assisted, No Direct Touch on Reportable Data
AI output serves only as a starting draft that a human fully reviews. Errors at this tier would not compromise data integrity or accreditation standing.
	LOW RISK

	Activity and Required Control

	Drafting internal communications, meeting agendas, training schedules. Lab workflow automation
	Standard proofreading; no sign-off required

	Reformatting existing SOP language for clarity (no new technical content), comparing SOP versions based on method updates
	Author reviews before distribution

	Summarizing published EPA methods, TNI standards, or literature for internal understanding
	Cross-check against source document

	Drafting job postings and performance appraisal narrative language
	Supervisor review and edit before issuance

	Formatting non-analytical spreadsheets (scheduling, inventory, logbooks)
	Spot-check for accuracy

	Generating training materials or certification study aids
	QA review for technical accuracy


 








Medium Risk: Touches Process or Documentation Supporting Data Quality
AI is involved in process or documentation that supports the quality system but does not generate final analytical results. Documented review and version control are required, since errors could propagate into QA systems or audit trails.
	MEDIUM RISK

	Activity and Required Control

	Drafting or revising SOPs with technical content (example: calibration, MDL protocols, result interpretation)
	Technical review against method requirements and TNI Standard; documented approval signature

	Building QA/QC document templates (CARs, nonconformance forms); Traceability review for batches, calibrations, instruments, support equipment’s
	QA Manager review before use

	Drafting quality manual sections or data alert narratives
	Lab Director review and approval

	Building LIMS query logic or macros that organize existing verified data
	IT/QA validation before deployment; no calculation logic

	Drafting report (methodology descriptions, qualifier language) using validated LIMS results
	Reviewed against current method and LIMS output


 







High Risk — Generation, Alteration, or Interpretation of Reportable Data or Compliance Decisions
AI involvement is prohibited for these activities. Any calculation, transformation, or interpretation of raw data, and any compliance or accreditation-determining decision, must be performed and reviewed entirely by qualified laboratory personnel.
	HIGH RISK

	Activity and Required Control

	Calculation, transformation, or interpretation of raw instrument data (GC-MS integration, calibration curves, MDL/LOD statistics)
	AI use prohibited

	Data qualifier assignment or holding time/QC exceedance decisions
	AI use prohibited

	Generating or editing chain-of-custody data
	AI use prohibited

	interpreting NPDES compliance determinations
	AI use prohibited

	Drafting regulatory submissions or compliance certifications under authorized signatory
	AI use prohibited

	Any use of AI on raw data outside a validated, access-controlled environment
	AI use prohibited

	PT sample handling or evaluation of PT acceptance criteria
	AI use prohibited











Questions to assess which risk tier (low, medium, or high) specific lab activities would fall into:
· Guiding questions, whose answers determine risk.
· Does this use have access to client data?
· Does this use directly impact data quality?
Risk categories:
· Low: If this use were to go wrong, is the impact to the client or organization acceptably low?
· Policy/Directive – Use provides no direct impact to data quality, no direct access to client data.
· Answers to risk evaluation questions:
· Does this use have access to client data? No
· Does this use directly impact data quality? No
· Work types - Administrative and support services.
· Examples - Meeting transcriptions, meeting summaries, administrative document summaries, drafting policies and procedures, developing forms, templates, scheduling meetings, cross checking materials with polices, brainstorming.
· Medium: If this use were to go wrong, is the impact to the client or organization manageable through corrections?
· Policy/Directive - Access to client data, but no impact on data quality.
· Answers to risk evaluation questions:
· Does this use have access to client data? Yes
· Does this use directly impact data quality? No
· Work types – Automated workflows, operations optimization, data review that does not require interpretation.
· Examples – Process optimization, workload forecasting, simple checks of data against test method criteria, root cause analysis, recommending issue root causes.
· High: If this use were to go wrong, is the impact to the client or organization catastrophic (e.g., data recall, compliance violation, loss of accreditation)?
· Policy/Directive - Access to client data, and potential to impact data quality.
· Answers to risk evaluation questions:
· Does this use have access to client data? Yes
· Does this use directly impact data quality? Yes
· Work types – Data review that involves interpretation, identifying issue root causes.
· Examples – Providing historical context on results, providing justification for a case narrative, generating conclusions.
Other considerations:
Record retention – inputs and outputs to the model. Prompts, and answers. Impossible to retain proprietary model weights, perhaps impractical to retain open-source ones.
Auditability and Reproducibility – Hard to do precisely with a continuously evolving nondeterministic system. Recommend documenting the following: model vendor, model name, model version, the input context provided, and date and time of use.
You may delegate responsibility of a task to AI, but you cannot delegate authority.














A colleague presented me with a worksheet she uses to determine risk for business continuity planning.   So when we started talking about how to assess/determine what tier level for utilizing AI for lab tasks/functions, that’s what I thought of.  You assign a risk factor.  Add up the risk factors to determine tier.  In a nutshell:
List tasks/functions you’d like to consider.
A: What would be the impact if they failed?  Low (1), Med (2), High (3)
B: How easily/soon can failures be identified?  Easy (1), Med(2), Hard (3)
C: Are there backup systems if they did fail? Yes (1), No (2)
D: How easy could backups be deployed?  Easy (1), Med (2), Hard (3)
E: Impact if they failures were not identified?  Low (1), Med (2), High (3)
Examples:
1: Ordering supplies
A: Low (1)
B: Easy, staff monitors supplies already.  (1)
C: Yes, revert back to a person making orders (1)
D: Easy (1)
E: Low (1)
                Total risk factor: 5             
 
2:  Performing Manual Integrations
A: High (3)
B: Medium- depending on labs current QA/QC practices. (2)
C: Yes (1)
D: Med (2)
E: High (3)
                Total risk factor: 11
Tier 1: 1-5
Tier 2: 6-10
Tier 3: 11+




Questions to assess which risk tier (low, medium, or high) specific lab activities would fall into:
· Guiding questions, whose answers determine risk.
· Does this use have access to client data?
· Does this use directly impact data quality?
Risk categories:
· Low: If this use were to go wrong, is the impact to the client or organization acceptably low?
· Policy/Directive – Use provides no direct impact to data quality, no direct access to client data.
· Answers to risk evaluation questions:
· Does this use have access to client data? No
· Does this use directly impact data quality? No
· Work types - Administrative and support services.
· Examples - Meeting transcriptions, meeting summaries, administrative document summaries, drafting policies and procedures, developing forms, templates, scheduling meetings, cross checking materials with polices, brainstorming.
· Medium: If this use were to go wrong, is the impact to the client or organization manageable through corrections?
· Policy/Directive - Access to client data, but no impact on data quality.
· Answers to risk evaluation questions:
· Does this use have access to client data? Yes
· Does this use directly impact data quality? No
· Work types – Automated workflows, operations optimization, data review that does not require interpretation.
· Examples – Process optimization, workload forecasting, simple checks of data against test method criteria, root cause analysis, recommending issue root causes.
· High: If this use were to go wrong, is the impact to the client or organization catastrophic (e.g., data recall, compliance violation, loss of accreditation)?
· Policy/Directive - Access to client data, and potential to impact data quality.
· Answers to risk evaluation questions:
· Does this use have access to client data? Yes
· Does this use directly impact data quality? Yes
· Work types – Data review that involves interpretation, identifying issue root causes.
· Examples – Providing historical context on results, providing justification for a case narrative, generating conclusions.
Other considerations:
Record retention – inputs and outputs to the model. Prompts, and answers. Impossible to retain proprietary model weights, perhaps impractical to retain open-source ones.
Auditability and Reproducibility – Hard to do precisely with a continuously evolving nondeterministic system. Recommend documenting the following: model vendor, model name, model version, the input context provided, and date and time of use.
You may delegate responsibility of a task to AI, but you cannot delegate authority.




